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A Study of the Impacts of Media Environment and Media Type on Vulnerability to Generative Al-Enabled Fraud
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This study focuses on the influences of Media environments and types on Al-generated fraud. We set scenarios with formal

and casual environments using four media types: text, audio, image, and video. We then assess the credibility of four contents:

Human-crafted real content, Al-generated fake content, Human-crafted fake content, and Al-generated real content. As a result,

we show that Al-generated fake text content is most credible in both environments. Moreover, our analysis reveals that in casual

environments, people trust Al-generated fake audio and video content based on a humanistic approach and subjective evaluation.
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[1] APWG : Phishing Attack Trends Report,
https://apwg.org/trendsreports/ (2025 4= 1 A 11 Hk:E) .



